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Ro Technology opera nel settore dell'Embedded System Design e
della progettazione software dal 2011. Oggi la struttura aziendale
e composta di tre aree Ricerca&Sviluppo, Servizi di consulenza
specialistica e Progetti.

8
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Una PMI Innovativa in costante crescita
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Ro Technology e organizzata in 3 Aree principali:

O Ricerca & Sviluppo

o La realizzazione di dimostratori tecnologici & lo strumento attraverso il quale I'Area di Ricerca e Sviluppo
e coinvolta ed impegnata in un costante processo di innovazione tecnologica. Dal 2011, anno di
fondazione, Ro Technology ho costruito una rete di collaborazione con partners istituzionali ed
industriali europei ed italiani, e siamo attualmente coinvolti in 5 progetti di ricerca dei framework
ECSEL/H2020, PNRM e POR/FESR.

o Servizi

o A partire dalle sedi di Roma e Milano, RoTechnology porta la sua esperienza e capacita tecnica
direttamente ai propri clienti con una rete di tecnici altamente specializzati;

o Gli specialisti lavorano all’interno della sede del cliente supportati dalla nostra rete tecnica che
garantisce una risposta efficace.

o Progetti

o Sviluppiamo soluzioni integrali e ad hoc per i nostri clienti dall’analisi delle necessita, al disegno dei
requisiti, allo sviluppo, al test e alla messa in produzione delle applicazioni a cui diamo anche
supporto post-vendita.




Research and Development Area

Progetti in corso

ECSEL
o—s \/ Joint Undertaking m

Safety of cyber-physical systems, with wireless communication,
multiple stakeholders in unpredictable environments.

Coordinator: Alten Sverige AB

%Fal‘tl iUd:a;a ECSEL
7771 < i
Aggregate Farming In The Cloud, Framework based on Cyber
Physical System and Cloud computing for innovative solutions with
cooperating systems for the agriculture.

Coordinator: Universidad Politécnica de Madrid

o—~

e e 9% fesr
Vehicle Interfacing System to the environment and other
vehicles for sustainable mobility.

Coordinator: STMicroelectronics

=¥ MegaMeRt® < e

An scalable model-based framework for continuous
development and runtime validation of complex systems.

Coordinator: SOFTEAM

-

: Eﬂﬂ]lE‘SS /% MINISTERO

DELLA DIFESA

A Geo-referenced system for data acquisition over a secure,
encrypted and energy-efficient WSN.

Coordinator: Ro Technology
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Security/Cryptography

O Innovative symmetric and asymmetric
cryptographic schemes specific for resource-
constrained devices (8/16 bit microcontroller,
64/128 KB flash), elliptic curve cryptography

O Encryption, integrity, authentication and
intrusion detection services

O loT network devices for monitoring
environmental parameters (visible light, infrared
light, 2-axis accelerometer, humidity, pressure,
temperature, GPS position)

o—>7

o Platform development providing OGC services
(WFS, WMS, WPS, etc.).

Web applications/GIS

o Asset Management (Real Estate, building
monitoring, etc.)

Embedded systems

O Development of embedded software for
soft/hard real time, with or without operating
system.

o Design of FPGA and digital HW in ICT and
aerospace areas.
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SEcure plAtform for Multi-hop wireLess sEnSor network$S

Objective: Technological demonstrator implementation of security services for data
transmission on Wireless Sensor Network (WSN) in multi-hop configuration

Solution

WIDS

TAKSX Encryption Phase

| LCD,

Anomaly DetectionLogic

o Security

Topology Authenticated Key Scheme (TAKS)

o WPM-based Intrusion Detection System(WIDS)
o Advanced Encryption Standard (AES)
O

Anomaly Behaviour
s Modeling

(@)

Ii-then-else
or more complex
ruies

keyed-Hash Message Authentication Code (HMAC) ?
o Multi-hop — R i
o Ad Hoc On-Demand Distance Vector (AODV) mesh con mobilita  ronte:
o MAC Layer 802154/TKN 15.4 cluster-tree - Marchesani S., Pomante L., Pugliese M., Santucci F., Definition and Development of a Topology-based

Cryptographic Scheme for Wireless Sensor Networks, 4th International Conference on Sensor Systems

@) () and Software (S-CUBE2013), Lucca, Jun. 2013
@ «.,z."' @ - Pugliese M., Pomante L., Santucci F., Agent-based Scalable Design of a Cross-Layer Security Framework
~ / for Wireless Sensor Networks Monitoring Applications, International Workshop on Scalable Ad Hoc and
.\./.\. Sensor Networks (SASN2009), Saint Petersburg, Oct. 2009
e’ N
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SEcure plAtform for Multi-hop wireLess sEnSor networkS

KEY FEATURES

o Adding Key Exchange, Authentication, Signature and Integrity to network devices.
o Possibility to generate keys with arbitrary length (128Bit, 2568Bit, ...)

o NIST compliant Encryption and Digital Signature algorithms

o Local Certification Authority (CA) based on network topology

o Intrusion Detection System (IDS), anomaly signature based on Weak Process Model

o Low-footprint (~400 Bytes)




SafeGOP

Safe Cooperating Cyber-Physical Systems using Wireless Communication

o STAMP, STPA and HARA

o Runtime Manager (RTM) Design, Development, Integration
o WSN and security applied in Italian Use Case —

—  —
—
Safe
Communication

’J_u,?w .‘ =
= } = =1 [=]

. Eo-ces
“Eptema |
. -
} :

Sa s

ler

SafeCOP
Runtime Manager




{% MegaM@RtE

MegaModelling at Runtime - scalable model-based framework for
continuous development and runtime validation of complex systems.

o System Engineering, Model Based Design
o Runtime Methods & Tools

o ARM (E)(S)(P)(l) Trace Macrocell applied to Eva Board/Kit of TEKNE mote

“ * - "
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ARM A9 Custom code
Cortex-M4 execution Captures
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TEcnologie INnovative per VEicoli INtelligenti
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o Signature and Encryption between vehicles on 802.11p protocol (ARM A9

based board)

o Authentication and Encryption for in-vehicle communications (ARM A9 based

board)

o Authentication between driver and charging station (Atmel based motes)
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Aggregate Farming in the Cloud

o UAV positioning and mapping

o Blockchain (tracciabilita di prodotto)

o Sensors interfacing, data transmission
backend/cloud algorithms

- Bluetooth |
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Equipped with sensors, e.g. Imaging, Chemical sensors, Etc.
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O Proposizione commerciale dei risultati dei programmi di
ricerca e loro exploitation in nuovi programmi

o ML/Al-based Cybersecurity e
Predictive Maintenance

O Partnership strategiche nei temi
Crittografia e Cybersecurity

O ECSEL 2018 - COMP4DRONES (lug 2019, 36 mesi)




| nostri clienti

mipaaf

Ministero delle
politiche agricole
alimentari e forestali

X Reply

Living network
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MSYV

Systems & Services
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Via dei Mille 41/A - 00185 Rome, ltaly http://www.rotechnology.it Via Carlo Gomes, 5, 20124 Milano, ltaly
Tel: +39 0621128876 fb: Ro-Technology Tel: +39 02 8088 7390
info@rotechnology:.it

Transforming the projects, ideas and dreams of every person or enterprise in reality, through the development of custom technological solutions.



