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Introduction

• Embedded Systems
 Digital electronic systems developed for a priori-

known specific application and often belonging to a 
more complex system

 Main features
 Functional and Non-Functional requirements have strong 

impact on the HW/SW  architecture
 Time-to-market, costs, sales, performance, energy consumption, 

form factor, real-time, reliability, robustness, etc…
 HW/SW system resources are tipically very limited, 

heterogenous and often developed ad-hoc
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Introduction

• Distributed Embedded Systems
 Systems where processing and storage activities are 

equally distributed among a meaningful number of  
interconnected subsystems
 When the interconnection network is not trivial it is 

needed proper design methodologies extending the 
classical HW/SW ones
 In particular, the definition of  network architetcure and proper 

communication protocols becames a critical design issue
 Networked Embedded Systems
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Introduction

• Distributed Embedded Systems
 Two main classes

 Wired Systems
 Fixed and known interconnection network

 Wireless Systems
 More flexible and complex interconnection network
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Introduction

• Distributed Embedded Systems
 Wired systems

 Home/Building-automation and automotive

 Wireless systems
 Wireless Sensors Networks

 Pervasive/Ubiquitous Computing



Wireless Sensor Networks



DEWS 9

Wireless Sensor Networks

 Wireless networks of  autonomous devices, spatially 
distributed and provided of  sensors, cooperating to 
monitor the surrounding environment
 Key elements

 Sensor nodes (node, mote) and Base Station
 Short-range wireless communications (multi-hop)

 

Base Station 
(Sink Node + Gateway) Sensor Nodes 
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Wireless Sensor Networks

• Other than sensors, each node is provided of  
one or more processing units, some memory, 
one or more transceiver with related antennas, 
some energy sources and possibly some 
actuators
 Dimensions and performance could be very 

different from very low-power low-cost nodes to 
netpc-style ones
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Wireless Sensor Networks

• Reference System Architecture

Backbon
e 

network

Gateway node “A”

Gateway node “B”
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Wireless Sensor Networks

• Main Design Issues (Methodologies and CAD)
 Requirements analysis and specification

 Notations, languages, formalisms

 Design
 Configurator

 Verification & Validation
 Simulation

 Models (node, network): energy, response time, etc.
 In-Network Debug

 Implementation
 Code generation support



HW/SW Technologies
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HW/SW Technologies

• Hardware
 Sensor node

 Processing, Communications

 Sensor board
 Sensing

 Programming Board
 Uploading SW

 Base Station (Sink node + Gateway)
 Interfacing and management
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HW/SW Technologies

• HW: Sensor node
 XBOW/Memsic MicaZ

 Processing: Atmel ATmega128L
 MPU: 8-bit RISC (0-8 MHz)
 Memory

 Code: 128K Bytes E2PROM
 Data: 4K Bytes SRAM

 ADC, UART, GPIO, I2C, SPI, Timer
 Communication: Transceiver Chipcon CC2420

 IEEE 802.15.4 (2,4 GHz, 250 kbps, range 20-100 m)

 Local storage: Flash 512 KB



DEWS 16

HW/SW Technologies

• HW: Sensor board
 Very large choice

 Light, tempertaure, pression, humidity
 Accelerometer, megnetometer, ranging
 Microphone, camera, GPS, gyroscope
 …
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HW/SW Technologies

• HW: (Simple) Base Station/Programming Board
 Wired connection PC-node (wireless with other nodes)

 Parallel, serial (MIB 510/520), ethernet
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HW/SW Technologies

• Software
 Sensor node

 Programming languages and OS
 nesC/TinyOS
 C/NO_OS
 other legacy/open OS (FreeRTOS, Contiki, etc…)

 WSN network protocols
 e.g. IEEE 802.15.4, ZigBee, etc…

 Middlewares
 VM: Agilla, MoteRunner
 Others
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HW/SW Technologies

• Software
 Base Station

 Programming languages and OS
 C, C++, Java
 Linux&C.

 Other
 TCP/IP, Embedded DBMS, Web Services

 Server/Client
 Any SW technology able to interact with the Base Station 



Introduction to nesC/TinyOS
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Introduction to nesC/TinyOS

• nesC
 C language extension for networked embedded systems

 Component-oriented programming
 Modules & Interfaces
 Configurations & Wirings

 Event-oriented programming
 Commands used/implemented
 Events managed/signaled
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Introduction to nesC/TinyOS

• nesC
 Components hyerarchy

 Components that use are connected
to components that implement

 Components that manage are connected
to components that signal
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Introduction to nesC/TinyOS

• nesC
 Other than commands/events there exist also the 

task concept used to introduce a different priority 
level in the code execution
 Events

 High prioriry

 Task
 Low priority
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Introduction to nesC/TinyOS

• nesC
 Tasks

 Intensive background computation
 Atomic with respect to other tasks

 Preempted by events

 Events
 Reactive and short (if  needed they can post tasks)

 Task ed events call commands that tipically give rise 
to so-called split-phase execution to support 
concurrency
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Introduction to nesC/TinyOS

• nesC Module component

module XYZ1
{

provides interface Interface1 as I1;
provides interface Interface2;
…
uses interface Interface3 as I3;
uses interface Interface2;
…

}
implementation
{
command void I1.cmd1() {

…
}

event void Interface2.ev1() {
…

}
}
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Introduction to nesC/TinyOS

• nesC Configuration component

configuration XYZ
{
…

}
implementation
{

components XYZ1, XYZ2;

…
XYZ1.Interface1 -> XYZ2.Interface1;
XYZ1.Interface2 <- XYZ2;
…

}
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Introduction to nesC/TinyOS

• TinyOS (www.tinyos.net)
 It is a nesC components library that offers some OS 

functionalities
 Scheduler
 Drivers

 Sensors, radio, etc…

 Power Management

 No kernel, processes, memory management concepts
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Introduction to nesC/TinyOS

• TinyOS
 A TinyOS application is a component graph

 System components + Applicative components
 All is compiled and linked toghther to program a node
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Introduction to nesC/TinyOS

• TinyOS
 For each application exists a top-level configuration 

that contains MainC component
 Provides basic TinyOS services ( 200 Bytes)

configuration BlinkAppC
{
}
implementation
{

components MainC, BlinkC, LedsC, Timer0;
…

BlinkC -> MainC.Boot;
…
BlinkC.Timer0 -> Timer0;
…
BlinkC.Leds -> LedsC;

}
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Introduction to nesC/TinyOS

• TinyOS
 Main development philosophy is…

 Hurry Up and Sleep!!!
 Try to sleep AMAP to save energy
 When a node is woked-up by an event try to execute associated 

work ASAP and go back to sleep
 Event-driven & Split-phase



Applications
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Applications

• Several Applicative Domains
 Environment
 Medical
 Home Automation
 Industrial
 Commercial
 Military
 …

RESIDENTIAL/
LIGHT 

COMMERCIAL 
CONTROL

CONSUMER 
ELECTRONICS

PC & 
PERIPHERALS

INDUSTRIAL
CONTROL

PERSONAL 
HEALTH CARE

BUILDING 
AUTOMATION
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Applications

• Classification
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Applications

• Environmental Monitoring
 Habitat & Infrastructures

 Fire detection
 Flooding detection
 Landslides detection
 Precision agriculture
 Air and water quality monitoring
 Wild animals monitoring/tracking
 Bridges and buildings monitoring
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Applications

• Environmental Monitoring
 Reference examples

 Great Duck Island, Maine (USA) 2002
 Monitoring of  marine bird nests (i.e. Petrel)
 32 sensors nodes with several sensors
 Microclimate monitoring
 Real-time web data access
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Applications

• eHealth & HomeCare
 Patients monitoring

 Hospital/Home

• Home Automation
 House management

 Energy efficiency

• Commercial Applications
 Goods tracking

 Frauds and safety



Our experience
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Our experience

XBOW/Memsic Family

HW: Mica2/MicaZ/Iris, Stargate, eKo, sensor boards

SW: nesC/TinyOS

Radio: IEE802.15.4/ZigBee, Wi-Fi, GPRS/UMTS
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Our experience

Texas Instruments Family

HW: CC2430/CC2431

SW: C/HAL (OS/TIMAC)

Radio: IEE802.15.4/ZigBee
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Our experience

Atmel Family

HW: ZigBit (WEST Node)

SW: C, Atmel stack & SW

Radio: IEE802.15.4/ZigBee

Advanticsys Family

(Lab SMILING)

HW: TelosB-like

SW: nesC/TinyOS

Radio: IEE802.15.4/ZigBee
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Our experience
Miscellanea

HW: Radiocrafts RC2300AT, Shimmer Node, WEST Sensor 
board

SW: nesC, C/C++, java, TinyOS, Linux/Windows, WEB

Radio: IEE802.15.4/ZigBee, BlueTooth, GPRS/UMTS
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GW

GW

GW

WEB SERVER

Patches di sensori 
per monitoraggio 

ambientale

Our experience
Web Sensors Network
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Our experience
Water quality monitoring
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Our experience
Landslides detection
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Our experience
Fleet management
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Our experience
Fire detection



Conclusions
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Conclusions

The Internet of  Things


