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1.
Int roduct ion “Brief

Introduct ion to

Mixed Crit icality 

and Cyber 

Physical 

Systems”

3 Proceedings of CPS&IoT2019 page 437



Cont ext : Cyber- Physical Syst em

 Embedded computers and networks

monitor and control the physical

processes, usually with feedback loops

where physical processes affect

computat ions and vice versa.

 As an intellectual challenge, CPS is

about the intersect ion, not the union,

of the physical and the cyber.

[1] Lee, E. A., Seshia, S. A.,: Introduct ion to Embedded Systems, a

Cyber-Physical Systems approach, Second Edit ion,

LeeSeshia.org, 2015

 A cyber-physical system (CPS) is an integrat ion of computat ion with physical processes

whose behavior is defined by both cyber and physical parts of the system.

PHYSICAL
VIEW

COMMUNICATION 
VIEW

CYBER
VIEW
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Mixed- Crit icalit y Em bedded Syst em s

 HW/ SW co-design methodologies are of

renovated relevance

 A growing trend in embedded systems domain is

the development of mixed-crit icality systems

where mult iple embedded applicat ions with

different levels of crit icality are executed on a

shared hardware platform (i.e. Mixed-Crit icality

Embedded Systems)

 The growing complexity of embedded digital systems based on modern System-on-

Chip (SoC) adopting explicit heterogeneous parallel architectures has radically

changed the common design methodologies.
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Mixed- Crit icalit y Syst em s

 A mixed crit icality system is “an integrated suite of HW, OS, middleware services and application software that
supports the concurrent execution of safety-critical, mission-critical, and noncritical software within a single,
securecomputing platform”

 MAIN GOALS: developm ent of EDA tools , m ainly orien ted to s upport the des igner of Mixed-Crit ica lity
and Cyber-Phys ica l s ys tem s bas ed on heterogeneous m ult i/ m any-core pla tform s , cons idering
Hypervisor-Based SW part i t ions
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 In the context of rea l-t im e
em bedded s ys tem s
des ign, this work s ta rts
from a s pecific
m ethodology (ca lled
HEPSYCODE: HW/ SW CO-
DEs ign of HEterogeneous
Pa ra llel Dedica ted
SYs tem s ), bas ed on an
exis t ing Sys tem -Level
HW/ SW Co-Des ign
m ethodology, and
introduces the pos s ibility
to add rea l-t im e and
m ixed-crit ica lity
requirem ents to the s et of
non-funct iona l ones

 Focus on Design Space

Explorat ion cons idering
HPV-based SW Part i t ions

Officia l Web Site:
www.hepsycode.com

Goals
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2.
Safet y

Assurance 

St andards

“Crit icality is a 

designat ion of the 

level of assurance 

against failure 

needed for a system 

component”
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 Industry has s hown a growing interes t in integra ting and running independently-
developed applica tions of different “crit ica lit ies ” in the s am e (often m ult icore)
pla tform . Such integra ted s ys tem s are com m only referred to as mixed-cri t icali ty

systems (MCS).

 Mos t of the MCS-rela ted res ea rch cite the safety-related standards as s ocia ted to each
applica tion dom ain (e.g. aeronautics , s pace, ra ilway, autom otive) to jus t ify their
m ethods and res ults . However, thos e s tandards a re not freely ava ilable and do not
a lways clea rly and explicit ly s pecify the requirem ents for m ixed-crit ica lity

 New MC tas k m odel is in es s ence the res ult of com bining the standard hard real-t ime

requirements (s tudied by the rea l-t im e res ea rch com m unity s ince the 70’s ) with the
not ion of “cri t icali ty” of execut ion.

Safet y Relat ed St andards

9 Proceedings of CPS&IoT2019 page 443



 During a typica l development li fe cycle of a safety-cri t ical system , the behavior and
characteris t ics tha t a re expected from the s ys tem are expres s ed in the form of a l ist of

requi rements

 bas ed on the s ys tem opera t iona l requirem ents (wha t the s ys tem is expected to do) and a ls o
cons idering non-funct iona l propert ies rela ted to s afety, s ecurity and perform ance, including
t im ing and energy cons tra in ts .

 System safety assessment process m us t be ca rried out as part of the developm ent life
cycle to determ ine and ca tegorize the fa ilure condit ions of the s ys tem (e.g. through a
haza rd ana lys is ).
 s a fety-rela ted requirem ents a re derived as a res ult of the s ys tem s afety as s es s m ent proces s ,

which m ay include funct iona l, in tegrity, dependability requirem ents and des ign cons tra in ts .

 Safety-rela ted requirem ents a re a lloca ted to hardware and s oftware com ponents ,
thereby s pecifying the m echanis m s required to prevent the faults or to m itiga te their
effects and avoid the propaga tion of fa ilures .

Syst em  Design and Developm ent  

Assurance Process 
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 Most s a fety s tandards us e the concept of an integri ty level , which is as s igned to a s ys tem
or a function. This level will be bas ed on an init ia l ana lys is of the cons equences of s oftware
going wrong. Both s tandards have clea r guidance on how to identify integrity level.

 DO-178C has Software Development Assurance Level (DAL), which a re as s igned bas ed on the
outcom e of "anom alous behavior" of a s oftware com ponent – Level A for "Catas trophic Outcom e",
Level E for "No Safety Effect".

 ISO26262 has ASIL (Automot ive Safety Integri ty Level), bas ed on the expos ure to is s ues a ffect ing
the controllability of the vehicle. ASILs range from D for the highes t s everity/ m os t probable
expos ure, and A as the leas t .

Int egrit y Level
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 GENERAL (IEC-61508) based on SIL (Safety Integri ty Level): Funct ional safety standards

(of electrical, electronic, and programmable electronic)

 AUTOMOTIVE (ISO26262) based on ASIL (Automot ive Safety Integri ty Level) (Road vehicles - Funct ional safety)

 NUCLEAR POWER (IEC60880-2)

 MEDICAL ELECTRIC (IEC60601-1)

 PROCESS INDUSTRIES (IEC61511)

 RAILWAY (CENELECEN 5O126/ 128/ 129])

 MACHINERY (IEC62061)

 AVIONIC based on DAL (Development Assurance Level ) related to ARP4761and ARP4754

 DO-178B (Software Considerat ions in Airborne Systems and Equipment Cert ificat ion)

 DO-178C(Software Considerat ions in Airborne Systems and Equipment Cert ificat ion, replace DO-178B)

 DO-254 (Airborne - Design), similar to DO-178B, but for hardware

 DO-160F (Airborne - Test)

 MEDICAL DEVICE

 FDA-21CFR

 IEC-62304

Safet y St andards
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3.
Mixed Crit icalit y 

Syst em s Analysis

“The more

confidence one needs in a task 

execut ion t ime bound

(the less tolerant one is of 

missed deadlines), the larger

and more conservat ive that 

bound tends to become in

pract ice”
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 Almost 200 papers trea t ing of the s cheduling of MCS have been referenced in Burns
and Davis * paper, and tens of rela ted papers a re s t ill publis hed every yea r. Mos t of the
works about MCS publis hed by the rea l-t im e s cheduling res ea rch com m unity a re bas ed
on a model proposed by Vestal*
 Sys tem has s evera l m odes of execut ion, s ay modes {1, 2, … , L}. The applica t ion s ys tem is a set

of real-t ime tasks, where each tas k τi is cha racterized by a period Ti and a deadline Di (as in
the us ua l rea l-t im e tas k m odel), an assurance level li and a s et of worst -case computat ional

est imates {𝑪𝑪𝒊𝒊,𝟏𝟏, 𝑪𝑪𝒊𝒊,𝟐𝟐, … , 𝑪𝑪𝒊𝒊,𝒍𝒍𝒊𝒊}, under the as s um ption tha t 𝑪𝑪𝒊𝒊,𝟏𝟏 ≤ 𝑪𝑪𝒊𝒊,𝟐𝟐 ≤ . . . ≤ 𝑪𝑪𝒊𝒊,𝒍𝒍𝒊𝒊
 The different WCET es tim a tes a re m eant to m odel es t im a tions of the WCET at di fferent

assurance levels. The wors t t im e obs erved during tes ts of normal operat ional

scenarios m ight be us ed as 𝑪𝑪𝒊𝒊,𝟏𝟏 whereas a t each higher assurance level the
s ubs equent es t im a tes 𝑪𝑪𝒊𝒊,𝟐𝟐, … , 𝑪𝑪𝒊𝒊,𝒍𝒍𝒊𝒊 a re as s um ed to be obta ined by m ore cons erva tive
WCET analysis techniques.

MCS st at e- of - t he- art  Model (1)

* Burns, A, Davis, R.I.: "Mixed Criticality Systems - A Review“, University of York, 4 March 2016.
** S. Vestal, "Preemptive Scheduling of Multi-criticality Systems with Varying Degrees of Execution Time Assurance," Real-Time 
Systems Symposium (RTSS) 28th IEEE International on, Tucson, AZ, 2007, pp. 239-243.
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 The s ys tem s ta rts its execution in mode 1and all tasks are scheduled to execute on the core[s ]. Then
a t runt im e, if the s ys tem is running in mode k then each t im e the execut ion budget 𝑪𝑪𝒊𝒊,𝒌𝒌 of a task τi is

overshot , the system switches to mode k+1. It res ults from this t rans it ion from m ode k to m ode k+1
tha t all the tasks of cri t icali ty not greater than k (i.e., li ≥ k) a re s us pended. Mechanis m s have a ls o
been propos ed to eventua lly re-act iva te the dropped tas ks a t s om e la ter points in t im e*.

 one of the s im plifica t ions of th is m odel is the Vestal’s model with only two modes, us ua lly
referred to as LO and HI m odes (which s tand for Low- and High-cri t icali ty modes).

 Multiple va ria t ions of tha t s cheduling s chem e exis t , s om e for s ingle-core, others for m ult icore
a rchitectures . In the cas e of m ult icore, both globa l and part it ioned s cheduling techniques have been
s tudied and s olu t ions for f ixed priori ty scheduling (RM), Earliest Deadline Fi rst (EDF) and t ime

t riggered scheduling have been propos ed in litera ture.

 s om e works a ls o propos e to change the priori t ies or the periods of the tasks during a mode

change ra ther than s im ply s topping the les s crit ica l ones .
 Note tha t s om e works a ls o propos e to change the priori t ies or the periods of the tasks during a

mode change ra ther than s im ply s topping the les s crit ica l ones .
* F. Santy, G. Raravi, G. Nelissen, V. Nelis, P. Kumar, J. Goossens, and E. Tovar. Two protocols to reduce the criticality level of
multiprocessor mixed-criticality systems.In RTNS2013,RTNS’13,pages 183–192.ACM,2013.

MCS st at e- of - t he- art  Model (2)
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MCS Design - OFFIS
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Indust rial and Academ ic MCS Case St udy

Safety cri t ical tasks: All tasks which are needed for a stable and

safety flight of the mult i-rotor system, e.g. the flight and navigat ion

controllers. An error, like missing a deadline, will cause a crash-

landing!

Mission cri t ical tasks: All tasks which are not needed for a safe

flight , but may also have defined deadlines, e.g. tasks which are

belonging to the payload processing, like video processing.

Uncri t ical tasks: All tasks which are not needed either for a safe

flight or a correct execution of the mission task, e.g. control of the

debug LEDs or transmission of telemetry data.

TARGET 

MULTICORE 

PROCESSING 

PLATFORM

PERIPHERAL 

DEVICE 1
PERIPHERAL 

DEVICE 2

TEST 

CONSOLE

JTAG

SERIAL

ETHERNET

SPACEWIRE

Application Stack:

(Telemetry,

file transfers)

Test Software

(Test input, analysis

and benchmarking)

DEMO PLATFORM

REFERENCE 

SOFTWARE

SPACEWIRE
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 Research – Indust rial Domain Misunderstandings

 Academic papers: “s ys tem crit ica lity” as a m ode of execut ion of s oftware tas ks (e.g. h igh or low
crit ica lity). Mode change a llowed

 Indus tria l dom ain: “s ys tem crit ica lity” refers to the level of as s urance (e.g. DAL, SIL or ASIL)
applied in the developm ent of a s oftware applica t ion tha t im plem ents crit ica l s ys tem
funct iona lit ies (i.e. s a fety funct ions )

 Mixed-Cri t icali t y Challenges

 Scheduling (Priority Vs Safety), Pa rt it ion (Is ola t ion), Perform ance (WCET es t im ation),
Predictability (Graceful Degrada t ion), Manufactory Cos t , Fault -tolerance, Power-cons um ption,
Networking

MCS st at e- of - t he- art  Model (2)
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4.
Mixed- Crit icalit y 

Classif icat ion

“A major industrial 
challenge arises from the 
need to face cost efficient 

integration of different 
applications with 

different levels of safety 
and security on a single 

computing platform in an 
open context”
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Separat ion technique:
 Timing separat ion: scheduling policy, temporal part it ioning with HVP, NoC

 Spat ial separat ion: one task per core, one task on HW ad hoc (DSP, FPGA), spat ial part it ion with HVP, NoC, MMU, MPU etc.

HW:
 Temporal isolat ion: Scheduling HW

 Spat ial isolat ion: separated Task on dedicated components (HW ad hoc, FPGA etc.)

Single core:
 Temporal isolat ion: Scheduling policy with SOo RTOS, Scheduling policy with HVP

 Spat ial isolat ion : MMU, MPU, HVPPart it ioning

Mult i -core
 Archi tecture: shared memory systems, Uniform Memory Architecture, UMA(SMP), Not Uniform Memory

Architecture, NUMA, distributed systems, NoC

 Temporal isolat ion: Scheduling policy with SOo RTOS, Scheduling policy with HVP

 Spat ial isolat ion: MMU, MPU, HVPpart it ioning

Many-core
 Work in progress

MCS Archit ect ures
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Tecnologies:

 Hardware: HW ad hoc, FPGA, DSP, Processor
 Processor: LEON3, ARM, MICROBLAZEetc.

 Software: Bare-metal, OS, RTOS, HVP
 OS: Linux etc.

 RTOS: eCos, RTEMS, FreeRTOS, Threadx, VxWorks, EriKa etc.

 HVP: PikeOS, Xtratum, Xen etc.

MCS Technolog ies
Hardware

OS

RTOSHVP
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MCS Im plem ent at ions

Scheduling:

 0-Levels

 1-Level

 2-Levels

 3-Levels?

Hardware

Operating Systems

RTOS

HVP
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Tecnologies:

 Hardware: HW ad hoc,

FPGA, DSP, Processor.

 Processor: LEON3,

ARM, MICROBLAZE,

etc.

 Software: Bare-metal, OS,

RTOS, HVP

 OS: Linux etc.

 RTOS: eCos, RTEMS,

FreeRTOS, Threadx,

VxWorks, EriKa etc.

 HVP: PikeOS,

Xtratum, Xen etc

 Many-core: WIP

MC Im plem ent at ion Solut ions (M- CIS)

23

Separation
Technique HW Single core Multi-core Many-core

Spatial
0-levels 

scheduling
[125],[129],[130]

0-levels scheduling
[7],[129],[130],[131] 

0-levels scheduling
[132],[124],[125],[131]

[124],[125], 
[126],[127],[128]

1-level scheduling
[97],[133],[134],[135]

[141],[142],[143]

1-level scheduling
[7],[136],[137],[125],[138],[139],[140]
,[133],[144],[141],[145],[146],[61],[14

2],[147],[131]

2-levels scheduling
[141],[148] 

2-levels scheduling
[149],[125],[126],[150],[151],[128]

3-levels scheduling [154] 3-levels scheduling [154]

Temporal
0-levels 

scheduling
[125],[129],[130]

0-levels scheduling
[7],[129],[130],[131]

0-levels scheduling
[132],[124],[125],[129],[130],[128]

[124],[125], 
[126],[127],[128]

1-level scheduling
[133],[134],[135],
[142],[143],[131] 

1-level scheduling
[7],[136],[137],[155],[125],[138],[140]

[133],[144],[146],[61],[156],[142]

2-levels scheduling
[141],[148]

2-levels scheduling
[149],[125],[126],[152],[141],[145],

[153],[148],[49],[128]

3-levels scheduling [154] 3-levels scheduling [154]
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MC Im plem ent at ion Solut ions (M- CIS)

27

ISOLATION TECHNIQUES SCHEDULING LEVELS
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5.
Mixed- Crit icalit y 

HW/ SW Co- Design

“Multi-core and many-
core computing 

platforms have to 
significantly improve 

system (and application) 
integration, efficiency 

and performance”
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HW/ SW Co- Design Met hodolog ies

29

2012 - Nowadays

2005 - 2011

1995 - 2005

1985 - 1994

HW/SW CO-DESIGN 2.0

Co-Design & 

Platform-based Design for 

Complex Targets

Methodologies/Tools:

Koski, PeaCE/HoPES, Ptolemy 

(Polis), CoWare, Metropolis, TOSCA, 

Daedalus  

HW/SW CO-DESIGN 4.0

Modern HW/SW Co-Design

Online Co-Design for Adaptive Systems

Co-Design of CPS, CPSoS

Co-Design for Monitorability & Security

HW/SW Co-Design for Mixed-Criticality Systems

Methodologies/Tools:

ForSyDe, eSSYN, CHESS, Capella, 

Space CoDesign, HEPSYCODE

HW/SW CO-DESIGN 3.0

DSE & Co-Synthesis of HMPS

Methodologies/Tools:

SystemCoDesigner, SynDEx, 

Gezel, CoFluent, TO(H)SCA

HW/SW CO-DESIGN 1.0

HW/SW Bi-Partitioning for 

CPU/ASIC Targets

Methodologies/Tools:

Vulcan, COSYMA  

START

R. ERNST

(1998)

W. WOLF

(2003)

Y-CHART

GAJSKI-KUHN

(1983)

J. TEICH 

(2012)

W. WOLF

(1993)

Double-Roof 

Model

(2007)

This

Tutorial 

Proceedings of CPS&IoT2019 page 463



Electronic System Level (ESL) is the utilization of appropriate abstractions in order to increase comprehension 
about a system, and to enhance the probability of a successful implementation of functionality in a cost-effective 

manner, targeting design methodologies for electronic digital HW/ SW systems

Classical ELS HW/ SW Co- Design Approach
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Classification of different ESL Methodology Approaches (considering Mixed-Criticality Issues)

M ixed- Crit icalit y HW/ SW Co- Design
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6.
Proposed 

Met hodology “You will never strike 

oil by drilling through 

the map! -

Solomon Wolf Golomb”
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DEFINITION OF A GENERAL 
METHODOLOGY ABLE TO ABSTRACT 
CLASSICAL SYSTEM DESIGN FLOW 
(APPLICABLE TO DIFFERENT HW/SW 
CO-DESIGN FLOW)

System Description:  Introduction of a 
partition layer to model HPV SW 
partitions 

Metrics Evaluation and Estimation: 
Definition of different metrics (with 
related benchmarking arctivites in 
order to extract as-much-as-possible 
system informations)

Search Methods: Meta-heuristic 
algorithm  refinement (GA 
improvements)

Timing Simulator: improvement 
introducing Hierarchical scheduling 
feature

Proposed HW/ SW Co- Design Met hodology
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HEPSYCODE HW/ SW Co- Design Flow
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HW/ SW Co- Design Fram ew ork

35

Definition of a general framework able to automate system design 
flow (Implemented using different SW technologies)

System Behavioral model: Realization of a GUI to model application
using the specification language defined in the system behavioral
specification step

Functional Simulation: automatic generation of a SystemC code
implementing Hoare’s CSP model of Computation from GUI

Co-Analysis&Co-Estimation: definition of a extensible activity step to
evaluate system metrics:

 Affinity
 Concurrency
 Communication
 Size
 Load
 Power (WIP)

DSE: implementation of an automatic (extensible) DSE to make analysis
and propose solutions in an HW/SW Co-simulation environment (HEPSIM)
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7.
ESL 

Met hodology

Main Elem ent s “All models are wrong 

but some are useful-

George E. P. Box”
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Proposed HW/ SW Co- Design Met hodology
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 Concurrency is the decomposabi l i t y property of a program , a lgorithm , or
problem into order-independent or part ia lly-ordered com ponents or units .

 Even if the concurrent units of the program , a lgorithm , or problem are
executed out-of-order or in pa rt ia l order, the final outcome wi ll remain the

same. This a llows for pa ra llel execut ion of the concurrent units , which can
s ignificant ly im prove overa ll s peed of the execution in m ult i-proces s or and
m ult i-core s ys tem s .

 A num ber of mathemat ical models have been developed for genera l
concurrent com puta t ion (Petri nets , proces s ca lculi, the Para llel Random
Acces s Machine m odel, the Actor m odel etc.).

Concurrency
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Model Of  Com put at ion

39

o A Model of Computation (MoC) is a set of operational elements used to describe the behavior

of an application (or a system). The set of operational elements and the set of relations among

them are called the semantics of a MoC.

o MoC can be classified into Timed or Untimed, when introducing a totally or partially ordered

events respectively.

 Untimed MoC:

 Rendezvous of Sequential Processes: applications are modeled with sequential

processes that reach a particular point at which they have to synchronize each other

(i.e., CSP by Hoare, 1975).

 Kahn Process Networks: a process network where processes communicates using

channels, which are unbounded point-to-point FIFO queues, sending fixed amount of

data, called tokens

 Dataflow: a special case of Kahn process networks, where processes (called actors)

consume data exchanged between channels with a fixed firing rate
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 Process Calculi (or Process Algebras) are a diverse family of related approaches for formally

modell ing concurrent systems. Process calculi provide a tool for the high-level descript ion of

interact ions, communicat ions, and synchronizat ions between a collect ion of independent agents

or processes. They also provide algebric laws that allow process descript ions to be manipulated and

analyzed, and permit formal reasoning about equivalences between processes (e.g., using

bisimulat ion).

 Process Calculi include the Communicat ing Sequent ial Processes (CSP), the Calculus of

Communicat ing Systems (CCS), the Algebra of Communicat ing Processes (ACP) and so on.

 CSP is based on message passing via channels and was highly influent ial in the design of the

OCCAM programming language.

 CSP was first described in a 1978 paper by Tony Hoare [8], but has since evolved substant ially. CSP

has been pract ically applied in industry as a tool for speci fying and veri fying the concurrent

aspects of a variety of di f ferent systems as well as a secure ecommerce system. The theory of CSP

itself is also st ill the subject of act ive research, including work to increase its range of pract ical

applicability (e.g., increasing the scale of the systems that can be tractably analyzed).

Process Calculi and CSP
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 The s ys tem behavior m odeling language in troduced in HEPSYCODE, nam ed HML (HEPSY Modeling

Language), is bas ed on the well-known Communicat ing Sequent ial Processes (CSP) Model of
Com puta t ion (MoC)

 By m eans of HMLit is pos s ible to s pecify the Sys tem Behavior Model (SBM)

SBM = {PS, CH} is a CSP-based executable/simulatable model of the system behaviour based on a
Concurrent Processes MoCthat explicitly defines also a model of communication) among processes (PS)
using unidirectional point-to-point blocking channels (CH) for data exchange (i.e.CSPchannels).

PS={ps1,ps2, .. , psn} is a set of concurrent processes that communicateeach others exclusively by means
of channels and use only local variables. Each process is described by means of a sequence of
statements (an init section followed by a neverending loop) by using a suitable modeling language.Each
process can havea priority p:1(lower) to 100 (higher) imposed by thedesigner

CH ={ch1, ch2, .. , chn} is a set of channels where each channel is characterized by source and destination
processes, and some details (i.e. size, type) about transferred data. Each channel can have also a priority
p: 1(lower) to 100 (higher) imposed by thedesigner

Modelling Language
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 HEPSYCODE Modeling Language (HML):
 Proces s Network connected via s ynchronous channels

 G = {PS; CH} is the graph of the s pecifica t ion , where the graph nodes a re the proces s es and the
graph edges are the channel

 The init ia l HML m odel is then trans form ed into an executable Sys tem C m odel bas ed on the
Com m unica t ing Sequent ia l Proces s es (CSP) Model of Com puta t ion (MoC)

Syst em  Descrip t ion Models
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 HEPSYCODE Funct iona l Language:
 Reference languages is the Sys tem C, C++ clas s libra ry able to capture and define s ys tem

s pecifica t ions
 CSP proces s es a re m odelled by exploit ing bas ic SC_THREAD (im plem ented as an infinite loop

with an init ia liza t ion s tep)
 CSP channels have been m odeled by introducing a proper SC_CSP_CHANNEL in the Sys tem C

libra ry.
 Sys tem behavior is enclos ed into a s ingle SC MODULE, conta ining a ll the CSP proces s es and

channels
 Other SC MODULE and SC CSP CHANNEL are then us ed to m odel the Tes t-Bench and connected

to the s ys tem by m eans of proper SC PORT

HEPSYCODE Funct ional Language
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 An exam ple of a pos s ible SBM in s hown in Figure, where the proces s PS = {ps 1, .. , ps 4}exchange da ta
us ing channel CH = {ch1, .. , ch 7}

Syst em  Behaviour
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 Non–Functional Constraints
 Timing Constraints (TC)

 Time-To-Complet ion Const raint (TTC)

 Real-Tim e Cons tra in ts (RTC)
 Time-To-React ion Const raint (TTR)

 Mixed-Crit ica lity Cons tra in ts (MCC)
 Const raint in the DSE cost funct ion

 Architectura l Cons tra in ts
 Target Form Factor (TFF)

• On-chip: ASIC, FPGA, SO(P)C
• On-Board: SOB (PCB)

 Target Template Archi tecture (TTA) (rela ted to type of ava ilable Bas ic Blocks BB)

 Scheduling Direct ives (SD) - Available s cheduling policies for SW proces s ors :
 First -Come First -Served (FCFS), FCFS(no overhead), FCFS (Tim e Stretching)
 Fixed Priori ty (FP)

 Hypervisor (HVP - WIP)

Const raint s
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Communicat ing sequent ial processes (CSP) System Behavioral Model (CSP-SBM): network of

concurrent processes model

Process Implementat ion Model (PIM): split processes into several “dependent” tas ks .

Process Task Graph Model (PTM): Directed Acyclic Graph Tas k m odel (da ta flow)

SBM w it h Real- Tim e Const raint s
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 With res pect to the SBM m odel, it is now pos s ible to identify two clas s of CSP
proces s es : classical CSPprocess and real-timeCSPprocesses

SBM w it h Real- Tim e Const raint s
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 Time-to-Completion (TTC): time available to complete the SBM execution from the first input
trigger to completeoutput generation.This constrain should besatisfied by each (inputi, outputi)
couple.

 Time-to-Reaction (TTR): real-time constraints related to the time available for the execution of
leaf CSPprocesses (i.e. the time available to execute the statements inside the input/output pair
that delimits the never-ending loop of a CSPprocess).This constrain should be satisfied by each
input and output

Tim ing Const raint s

Stimuli

Channel Call

Channel Response

Init

While(1)

Output

TTR
(from Channel Call 

to Channel Response)

Process A
Process BStimulus System Display

TTC: from the first input 
to the last output 

example: max 1000 ms

Reference inputs

I1: 10 ms: 10 20
I2: 20 ms: 5 15
I3: 30 ms: 50 22
I4: 40 ms: 5 77
…
I10: 100 ms: 10 10

Output

O1:  5
O2 : 12
O3 : 44
O4: 22

…
O10: 13
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 The ta rget HW architectures a re com pos ed of different bas ic HW
com ponents . This com ponents a re collected into a Technologies

Library (TL). TL can be cons idered a generic “da tabas e” tha t
provides the characteriza t ion of a ll the ava ilable technologies us ed
in indus try and academ ic world.

 TL={PU, MU, EIL}, where PU={pu1, pu2, .. , pup} is a s et of Processing Units,
MU={mu1, mu2, .. , mum} is a s et of Memory Units and EIL={il1, il2, .. , ilc} is
a s et of External Interconnection Links.

 Blocks built by the des igner s ta rt ing from the TL are ca lled Basic

Blocks (BB)

 They are the bas ic com ponents ava ilable during DSE s tep to
autom atica lly define the HW architecture. A generic BB is
com pos ed of a s et of Proces s ing Units (PU), a s et of Mem ories Units
(MU), an Interna l Interconnect ion (II) and a Com m unica t ion Unit
(CU). and a Communication Unit (CU). CU repres ents the s et of EIL tha t
can be m anaged by a BB.

Target  Archit ect ure

CU

LMPU

II

PU
PU

LM
LM
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Proposed HW/ SW Co- Design Met hodology
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CC4CS: early stage metric to est imate in

a HW/ SW unified view process

execut ion t ime

Stat ist ical Analisys: Evaluate metric

accuracy

S4CS (HW/ SW): size metric to evaluate

software (in terms of bytes in

RAM/ ROM) and hardware (in terms of

gate or LUTcount) size (WIP)

Other WIP metrics: Aff ini ty,

Power/ Energy, Moni torabi l i t y, Securi ty

HEPSYCODE Met rics
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Proposed HW/ SW Co- Design Met hodology
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HEPSYCODE Design Space Explorat ion

53

▸INPUT:

o Application Model: CSP model 
injected with safety requirements.

o Platform Model: subset of HW 
solution (also in a multi-core 
scenario)

o Metrics: results from the 
Evaluation&Estimation activity

o Constraints: F/NF constraints 
(depending on application domain)

▸OUTPUT:

o Physical Links:  Possible optimal 
links and topology.

o Mapping: Process to BBs.
o Basic Blocks: Processors, 

architecture and number of cores. 
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HEPSYCODE Design Space Explorat ion

54

▸INPUT:

o Application Model: CSP model 
injected with safety requirements.

o Platform Model: subset of HW 
solution (also in a multi-core 
scenario)

o Metrics: results from the 
Evaluation&Estimation activity

o Constraints: F/NF constraints 
(depending on application domain)

▸OUTPUT:

o Physical Links:  Possible optimal 
links and topology.

o Mapping: Process to BBs.
o Basic Blocks: Processors, 

architecture and number of cores. 
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HEPSYCODE Design Space Explorat ion

55

▸INPUT:

o Application Model: CSP model 
injected with safety requirements.

o Platform Model: subset of HW 
solution (also in a multi-core 
scenario)

o Metrics: results from the 
Evaluation&Estimation activity

o Constraints: F/NF constraints 
(depending on application domain)

▸OUTPUT:

o Physical Links:  Possible optimal 
links and topology.

o Mapping: Process to BBs.
o Basic Blocks: Processors, 

architecture and number of cores. 

PAM1

PAM2
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Proposed HW/ SW Co- Design Met hodology
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 HEPSIM (HEPSYCODE SIMula tor), the extended Sys tem C s im ula tor us ed for HW/ SW Co-Sim ula t ions
in HEPSYCODE:
 The Sys tem C libra ry has been extended with a SC_CSP_CHANNEL tem pla te cla s s to im plem ent

the point-to-point CSP channel s em antic

 Im plem ented an Hiera rchica l Scheduling m anager (2-Levels Scheduling)

Syst em  Descrip t ion Models
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 Example of a Pos s ible Deploym ent pla tform

Syst em  Descrip t ion Models
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8.
HepsyCode- MC

“The fundamental 

issue with MCS is 

how to reconcile

the differing needs of 

separat ion (for 

safety) and sharing 

(for efficient resource

usage)”
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HEPSYCODE Mult i- Object ive Opt im izat ion Problem
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o The introduction of mixed-criticality requirements reduces the decision space due to the fact that
applications with different criticality can not share the same HW block or the same SW partition
o Introducing l criticality levels assigned to each process (with some kind of risk analysis driven by standards

and certifications), the decision variable space (without HPV-based software partition) could be divided
into different clusters

▸Decision Variable Space Size (No HPV SW Partitions):

o r processors able to support HPV, t processors not able to support HPV

▸Decision Variable Space Size:

HEPSYCODE Mult i- Object ive Opt im izat ion Problem
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HEPSYCODE Mult i- Object ive Opt im izat ion Problem

62

Multi-objective optimization problem: 
Introduction of HPV-based software 
partitions into the decision variable 
space.

Pareto analysis with mixed-criticality 
constraints: The introduction of 
Hypervisor technologies increase the 
number of feasible solutions decreasing 
the global cost. 
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DSE Approach
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9.
Case St udies

“In the future, everyone 

will be world-famous 

for 15 minutes –
Andy Warhol”
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TL Inst ances

Processors

Intel MPU 8051 with 

frequency 20 MHz

Microchip DSPIC or PIC24

with frequency 20 MHz

Xilinx Virtex7

with frequency 250 MHz

ID 0 ID 1

ID 2

ID 8

65

ID 3

ID 5

Gaisler LEON3

with frequency 75 MHz

ID 4

Xilinx Spartan3AN

with frequency 50 MHz

ID 6 ID 7

ID 9

PU1

MU1 CU1

IL1

BB1
PU2

MU2 CU2

IL2

BB2
PU2

MU2 CU2

IL2

BB3
PU1

MU1 CU1

IL1

BB4

PU1

MU1 CU1

IL1

BB5
PU1

MU1 CU1

IL1

BB6
PU1

MU1 CU1

IL1

BB7
PU1

MU1 CU1

IL1

BB8

PU1

MU1 CU1

IL1

BB9
PU1

MU1 CU1

IL1

BB10
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Case St udy 1: FirFirGCD

66

Stimulus

Fir8

Evaluation DisplayShifting

ch1 ch2

Fir16

Evaluation Shifting

Fir8

Shifting

ch3

ch4

ch5

ch7

ch8 ch9

ch10

ch13
ch14ch6 ch12

ch11

ch15
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Case St udy 2: Dig it alCam

67

Stimulus CCDPP CNTRL

CODEC

DisplayUAT
ch1 ch2 ch5

ch3 ch4

ch6

Embedded Systems Design: A Unified Hardware/Software Introduction: Digital Camera Example
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Case St udy 3: Hepsy- RT

L1= t1/  ([x1*FTR1]/N)
L2 = t2 /  ([x2*FTR1]/N) 

L3 = t3 /  TTR3 (real-time process load)
L4 = t4 /  ([x4*FTR1]/N) 

68

Stimulus ps1 ps2

ps3

Display

ps4

ch1 ch2

ch3 ch4

ch5 ch6

ch7

V. Mutt illo, G. Valente, D. Ciambrone, V. Stoico, and L. Pomante. HEPSYCODE-RT: a Real-Time Extension for an ESL HW/ SW Co-

Design Methodology. In Proceedings of the 10th Works hop on Rapid Sim ula t ion and Perform ance Eva lua t ion : Methods and Tools
(RAPIDO '18). ACM, New York, NY, USA, 2018 Proceedings of CPS&IoT2019 page 502



Case St udy 4: Sobel Im age 
(OpenCV)

69

Stimulus Split Sobel

gx

DisplayMerge
ch1 ch2 ch7

ch3

ch4

ch8

gy

ch5

ch6

Proceedings of CPS&IoT2019 page 503



70

Stimulus Split Sobel

gx

DisplayMerge
ch1 ch2 ch7

ch3

ch4

ch8

gy

ch5

ch6

Case St udy 5: Sobel Video 
(OpenCV)

Proceedings of CPS&IoT2019 page 504



10 .
Hepsycode

Ecosyst em

“In the long history of 

humankind (and animal 

kind, too) those who 

learned to collaborate 

and improvise most 

effect ively have 

prevailed –
Charles Darwin”
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Hepsycode Ecosyst em

72

DEADALUS 

FRAMEWOR

K

European

Projects:

Modeling

Tools:

Hypervisor:

…
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11.
Publicat ions 

and European

Project s “Framework Programmes for 
Research and Technological 

Development”

73 Proceedings of CPS&IoT2019 page 507



Pubblicat ions

74

Journals

1. Muttillo, V., Valente, G., Federici, F., Pomante, L., Faccio, M., Tieri, C., Ferri, S.: “A design methodology for soft-core platforms on FPGA with SMP

Linux, OpenMP support, and distributed hardware profiling system”, In: EURASIP Journal on Embedded Systems

2. Pomante, L., Muttillo, V., Krena, B., Vojnar, T., Veljkovic, F., Pacome, M., Matschnig, M., Fischer, B., Martinez, J., Gruber, T.: “The AQUAS ECSEL

Project - Aggregated Quality Assurance for Systems: Co-Engineering Inside and Across the Product Life Cycle”, In Microprocessors and

Microsystems: Embedded Hardware Design (MICPRO) MINOR REVISION

3. Pomante, L., Muttillo, V., Santic, M., Serri, P.: “SystemC -based Electronic System-Level Design Space Exploration Environment for Dedicated

Heterogeneous Multi-Processor Systems”, In: Microprocessors and Microsystems: Embedded Hardware Design (MICPRO) SUBMITTED

4. Muttillo, V., Tiberi, L., Pomante, L.: “ Benchmarking Analysis of Hypervisor Technologies for Aerospace Multi-core Systems”, In: Journal of Aerospace

Information Systems (JAIS) SUBMITTED

Conferences

1. V. Muttillo, L. Pomante, P. Balbastre, J. Simo. HW/SW Co-Design Framework for Mixed-Criticality Embedded Systems considering Xtratum-based SW

Partitions. Euromicro Conference on Digital System Design. 2019 SUBMITTED

2. V. Muttillo. Hw/sw co-design methodology for mixed-criticality and real-time embedded systems. In Design, Automation and Test in Europe (DATE

2019), Ph.D. Forum, Florence, Italy, Mar. 2019.

3. V. Muttillo, G. Fiorilli, . Di Mascio. Tuning dse for heterogeneous multi-processor embedded systems by means of a self-equalized weighted sum

method. In Workshop on Parallel Programming and RunTime Management Techniques for Manycore Architectures and Design Tools and

Architectures for Multicore Embedded Computing Platforms, 2019

4. V. Muttillo, G. Valente and L. Pomante, “Design Space Exploration for Mixed-Criticality Embedded Systems considering Hypervisor-based SW

Partitions”, Euromicro Conference on Digital System Design, Prague, 2018. BEST POSTER AWARD

5. D. Ciambrone, V. Muttillo, L. Pomante and G. Valente, "HEPSIM: An ESL HW/SW co-simulator/analysis tool for heterogeneous parallel embedded

systems" 7th Mediterranean Conference on Embedded Computing, Budva, 2018. BEST PAPER AWARD
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Conferences

6. V. Muttillo and G. Valente, "Injecting hypervisor-based software partitions into Design Space Exploration activities considering mixed-criticality

requirements", 2018 7th Mediterranean Conference on Embedded Computing (MECO), Budva, 2018

7. V. Muttillo, G. Valente, L. Pomante. “Criticality-aware Design Space Exploration for Mixed Criticality Embedded Systems”. In Proceedings of the 9th

ACM/SPEC on International Conference on Performance Engineering (ICPE ’18), ACM, New York, NY, USA, 2018

8. V. Muttillo, G. Valente, L. Pomante, V. Stoico, F. D’Antonio, F. Salice. “CC4CS: an Off-the-Shelf Unifying Statement-Level Performance Metric for

HW/SW Technologies”. In ACM/SPEC International Conference on Performance Engineering (ICPE '18), 2018, pp. 119-122

9. V. Muttillo, G. Valente, L. Pomante. “Criticality-driven Design Space Exploration for Mixed-Criticality Heterogeneous Parallel Embedded Systems”. In

9th Workshop and 7th Workshop on Parallel Programming and RunTime Management Techniques for Many-core Architectures and Design Tools

and Architectures for Multicore Embedded Computing Platforms (PARMA-DITAM ’18), 2018

10. V. Muttillo, G. Valente, D. Ciambrone, V. Stoico, L. Pomante. “HEPSYCODE-RT: a Real-Time Extension for an ESL HW/SW Co-Design

Methodology. 10th Workshop on Rapid Simulation and Performance Evaluation: Methods and Tools (RAPIDO’18), 2018

11. Di Pompeo, D., Incerto, E., Muttillo, V., Pomante, L., Valente, G.: “An Efficient Performance-Driven Approach for HW/SW Co-Design”, In: Proceedings

of the 8th ACM/SPEC on International Conference on Performance Engineering (ICPE)., L’Aquila, Italy, 22-27 Apr. 2017

12. Faccio, M., Federici, F., Marini, G., Muttillo, V., Pomante, L., Valente, G.: "Design and validation of multi-core embedded systems under time-to-

prototype and high-performance constraints", In: Research and Technologies for Society and Industry (RTSI), Bologna, Italy, 7-9 Sep. 2016

13. Valente, G., Muttillo, V., Pomante, L., Federici, F., Faccio, M., Moro, A., Ferri, S., Tieri, C.: "A Flexible Profiling Sub-System for Reconfigurable Logic

Architectures", In: Parallel, Distributed, and Network-Based Processing (PDP), pp. 373-376, Heraklion Crete, Greece, 17-19 Feb 2016

Pubblicat ions
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ARTEMIS-JU AIPP 2013-621429 EMC2 (Embedded Multi-Core systems for Mixed Criticality applications 

in dynamic and changeable real-time environments):

Deliverable D2.3: Design, implementation, prototyping and verification approach for mixed-critical and parallel 

applications, Sep. 2015

Deliverable D2.4: Intermediate validation report based on selected living labs scenarios, Mar. 2016

Deliverable D2.5: Complete modelling and analysis framework, Oct. 2016

Deliverable D2.6: Comprehense validation report for the modelling frameworks and offline tools, based on 

refined living labs results, Apr. 2017

H2020 ECSEL RIA 2016-737494 MegaM@rt2 (MegaModelling at Runtime - scalable model-based 

framework for continuous development and runtime validation of complex systems):

Deliverable D1.2: Architecture specification and roadmap - initial version, Oct. 2017

Deliverable D1.4: Architecture specification and roadmap – final Version, Jun. 2018

Deliverable D2.2: Design Tool Set Specification, Feb. 2018

Deliverable D2.3: Design Tool Set – Initial Version, Jun. 2018

Deliverable D6.3: Dissemination and Exploitation Report – initial release, Feb. 2018

H2020 ECSEL RIA 2016-737475 AQUAS (Aggregated Quality Assurance for Systems):

Deliverable D2.1.1: Domain Environment – Air Traffic Management, Oct. 2017

Deliverable D2.1.5: Domain Environment – Space Multicore Architecture, Oct. 2017

Deliverable D2.2.1: Demonstrator Architecture - Air Traffic Management, Apr. 2018

Deliverable D2.2.5: Demonstrator Architecture - Space Multicore Architecture, Apr. 2018

Deliverable D3.1: Specification of Safety, Security and Performance Analysis and Assessment Techniques, 

Apr. 2018

European Project s
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HEPSYCODE Reposit ory

77

HW/SW CO-DEsign of HEterogeneous Parallel dedicated SYstems:

Tool available for free on a git repository under GPL2 for testing, 

improvements, collaborations etc.

Web Site: www.hepsycode.com

You can download the HEPSYCODE tool on this page:
https://bitbucket.org/vittorianomuttillo87/tool-hepsycode/src/master/
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12.
Conclusions and 

Fut ure Work

“Embedded systems are the key 
innovation driver to improve 

mechatronic products with cheaper 
and even new functionalities. They 

support today’s information society 
as inter-system communication 

enabler. Consequently, boundaries of 
application domains are alleviated 

and ad-hoc connections and 
interoperability play an increasing 

role”
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Conclusions and fut ure w ork

79

o ESL HW/SW Co-Design approach able to take into account mixed-criticality constraints

o The methodology, design flow and framework drive the designer from the input specification to the final
implementation solution, while offering timing simulation capabilities, design space exploration
activities with the support of analysis tool

o It is possible to integrate this approach with other external tools (like Xamber, but other tools are under
evaluation)

o FUTURE WORKS:

 Consider multi-core scenario while introducing schedulability and RT analysis

 Combine PAM1 and PAM2 activities into a unique DSE approach

 Exploit parallel programming techniques (parallel meta-heuristics)

 Analysis and tests in PAM2 considering also mixed-criticality index

 Introduce fixed WCET values (taken from external tools)

 Integrate other external tools to enhance HEPSYCODE functionality

 Improve the hierarchical scheduling implementation
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 Model GR-CPCI-LEON4-N2X Quad-Core 32-bit
LEON4 SPARC V8 proces s or with MMU,
IOMMU

 Model TASI/ UNIVAQ Satellite Applica t ions

 Contributed to benchm arking of fully-open
Aeroflex Gais ler quad-LEON3 s ys tem on FPGA
with Xtra tum and PikeOS

 Im prove cas e s tudies exam ple, exploit works
into s om e European Projects

Conclusions and fut ure w ork
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HW/ SW Co- Design Met hodolog ies

81

2012 - Nowadays

2005 - 2011

1995 - 2005

1985 - 1994

HW/SW CO-DESIGN 2.0

Co-Design & 

Platform-based Design for 

Complex Targets

Methodologies/Tools:

Koski, PeaCE/HoPES, Ptolemy 

(Polis), CoWare, Metropolis, TOSCA, 

Daedalus  

HW/SW CO-DESIGN 4.0

Modern HW/SW Co-Design

Online Co-Design for Adaptive Systems

Co-Design of CPS, CPSoS

Co-Design for Monitorability & Security

HW/SW Co-Design for Mixed-Criticality Systems

Methodologies/Tools:

ForSyDe, eSSYN, CHESS, Capella, 

Space CoDesign, HEPSYCODE

HW/SW CO-DESIGN 3.0

DSE & Co-Synthesis of HMPS

Methodologies/Tools:

SystemCoDesigner, SynDEx, 

Gezel, CoFluent, TO(H)SCA

HW/SW CO-DESIGN 1.0

HW/SW Bi-Partitioning for 

CPU/ASIC Targets

Methodologies/Tools:

Vulcan, COSYMA  

START

R. ERNST

(1998)

W. WOLF

(2003)

Y-CHART

GAJSKI-KUHN

(1983)

J. TEICH 

(2012)

W. WOLF

(1993)

Double-Roof 

Model

(2007)

HW/SW CO-DESIGN 5.0

New HW/SW Co-Design 

Generation:

Model driven, Approximate 

Computing, Machine Learning, 

Quantum Computing, 5G, Smart 

Cities, IoT, DSE at runtime

Towards the Future
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THANKS!

Any quest ions?

82 Proceedings of CPS&IoT2019 page 516


	Button1: 
	undefined_325: 
	Performancecrit1ca1 domain: 
	undefined_326: 
	t: 
	undefined_327: 
	t_2: 
	undefined_328: 
	Tutorial: 
	undefined_329: 
	undefined_330: 
	HEPSYCODE HW SW CoDesign Flow: 
	PAM: 
	HEPSYCDDE METAMDDEL: 
	Annotated: 
	1_19: 
	2_18: 
	2K0PHASE: 
	Comgatioo: 
	Directives: 
	TIMING COSIMULATION: 
	System: 
	Mapping: 
	34: 
	1 SystemC Scheduler 1: 
	1 SystemC Scheduler 2: 
	SystemMillager: 
	SchedulingManager: 
	undefined_331: 
	System System: 
	fill_9_8: 
	undefined_332: 
	SEARCH METHODS: 
	undefined_333: 
	cr iu: 
	Refignt: 
	Einal Svstem: 
	that delimits the neverending loop of a CSPprocess This constrain should be satisfied by each: 
	System_2: 
	Stimulus: 
	Stimuli: 
	Channel Response: 
	undefined_334: 
	LJLJLJ  LJPlatform i  1f: 
	rMETRICSEVALUATIONANDESTIMATioN: 
	Model: 
	SEARCH METHODS_2: 
	undefined_335: 
	cr iu_2: 
	undefined_336: 
	Refignt_2: 
	Timing i i 1 I: 
	undefined_337: 
	undefined_338: 
	undefined_339: 
	i: 
	undefined_340: 
	r: 
	1 x: 
	undefined_341: 
	Einal Svstem_2: 
	PAM1: 
	PAM2 Proceedings of CPSIoT2019 page 489: 
	Timing i i 1 I_2: 
	undefined_342: 
	undefined_343: 
	undefined_344: 
	i_2: 
	undefined_345: 
	r_2: 
	1 x_2: 
	SEARCH METHODS  f  siMULATIO: 
	vis   u       I: 
	undefined_346: 
	undefined_347: 
	T: 
	J: 
	Rignt: 
	undefined_348: 
	Cities IoT DSE at runtime: 
	undefined_349: 
	undefined_350: 
	Towards the Future: 


